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Learning objectives

The goal of the course is to provide those preparing for the exam with the tools to:

Know and understand the theories, fundanental principles, |egal sources, and case | aw
related to new technologies. In particular, the course will explore: online identity
, e-denocracy, electronic signhatures, cybersecurity, conmputer crines, artificial inte
I1igence, predictive justice, and information technology in the courts, fake news and
digital populism

Under stand and devel op the main rel ati onshi ps between | aw and conputer science.

Acquire the ability to understand current realities and how ethical, cultural, and so
cial principles and values interact with an information-based society.

Devel op a solid i ndependence of judgnment on the topics covered in the course, includ
ng the relationship between ethics, |aw, social norms, and |egal informatics.

Gai n comuni cation skills to express concepts related to i ssues raised by the digita
soci ety.

Learn the concepts needed to understand and use legal informatics in the best possib
e way, nhot only in professional contexts but also in everyday life.

Contents

The course aims to address the legal, ethical, and social issues raised by legal informatics.



In particular, it will highlight the aspects that can improve the justice system and the potential offered by the
development of new technologies, as well as the challenges that technological progress poses both to the law — in
terms of protecting fundamental rights — and to socio-cultural contexts, with regard to ethical and social issues.

Detailed program

The course is divided into two modules.
The first module (32 hours) is taught by Prof. Dameno and examines a number of ethical, legal, and social issues
raised by new technologies, and in particular by artificial intelligence. These include:

discrimnation in access to new i nformati on technol ogi es;
denocracy and i nformati on technol ogi es;

the right to online identity;

el ectroni c signatures;

the right to privacy;

the right to be forgotten in the digital environnent;
predictive justice;

the crimes of cyberstal king and cyberbul | yi ng;
digital surveillance

is it possible to protect oneself from fake news?;
digital populism

discrimnation and artificial intelligence.

The second module (16 hours) is taught by Prof. Mattia Sgro and is structured as follows:

| NTRODUCTI ON TO COVPUTER SClI ENCE:

What computer science is; “information theory”;

conput er data: what they are, how they are structured and conposed, physical storage
nmedi a, and the cloud.

Basi ¢ notions of conputational |ogic.

CRYPTOGRAPHY:

Crypt ography (texts, data);

use of cryptography in emails;

digital signatures with the electronic identity card (CIE): how they work, what they
guar antee, etc.;

use of the digital signature.

RESEARCH:

How a Googl e search works, basic notions of logic, an introduction to PageRank;

how to set up academic research (sources, tools, etc.);

Googl e Schol ar and | egal dat abases.

Prerequisites

None



Teaching methods

The course is divided into 24 lessons of two hours in presence (except for problems with the organization of
classrooms).

The first 4 lessons will be of a traditional and non-interactive type: the basic concepts will be explained. The
remaining lessons will be held interactively.

Please check the class schedules and classroom assignments, as they may change during the semester due to a
shortage of available classrooms.

Assessment methods

The exam consists of a written test and an oral exam.
The following skills are assessed:

t he know edge | ear ned,

t he | anguage used,

the ability to discuss and argue

aut onony of judgenent
conmuni cation skills

Textbooks and Reading Materials

Some articles (or links from which they can be downloaded) will be made available on the course’s e-learning
page.

Sustainable Development Goals

GENDER EQUALITY | REDUCED INEQUALITIES | PARTNERSHIPS FOR THE GOALS
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